
WELCOME TO

Identifying Opportunities to
Resolve Your Security Gaps

A PART OF THE CYBERSECURITY WEBINAR SERIES

We’ll get started in just a few minutes

If you have any questions, or are having issues, 
please email membership@nstxl.org. 

Interested in submitting a question? 
Go to www.slido.com and enter the following event code: 18AUG

mailto:membership@nstxl.org




Submit Questions

• Slido is how we will manage questions for 
this session; questions will be addressed at 
the end in the Q&A session
• To access Slido, please visit www.slido.com
• Enter the event code 18AUG in the event 

code box, hit “Join,” and input your 
questions

Interested in submitting a question? 
Go to www.slido.com and enter the following event code: 18AUG

http://www.slido.com/
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WEBINAR SERIES: SECURITY AND NIST COMPLIANCE

JULY

Cyber threats at your doorstep

SECURITY AWARENESS

AUGUST

What you can do today to identify 

security gaps and move toward NIST 

compliance

IDENTIFYING OPPORTUNITIES

SEPTEMBER

Implementing security controls to 

achieve NIST compliance

TAKING ACTION



TODAY’S
AGENDA

Level Set: Microsoft Compliance Center

Quick Wins: Azure Active Directory

Identifying Vulnerabilities: Cloud App Security & Identity 
Protection

Beyond the Basics: Comprehensive Enterprise Solution

Demo!

Achieve NIST 3.3: Unified Audit Logging

Interested in submitting a question? 
Go to www.slido.com and enter the following event code: 18AUG
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MICROSOFT COMPLIANCE CENTER
Utilize Microsoft 365 Compliance Center and Manager to track and assist with achieving NIST Compliance

Microsoft 365 Compliance Center has a NIST 800-171 template built in
to help you track and organize all the controls, identify improvement
areas, and assign and track implementations.

EASY START FOR NIST COMPLIANCE

Microsoft’s Secure Environment: Simply utilizing
Microsoft’s FEDRAMP approved environment wont
make you NIST compliant, but this dashboard
provides evidence of the elements achieved by just
using Microsoft 365

Compliance Score: Rates compliance levels against
controls to identify areas for improvement.

Improvement Actions: Recommendations for
improving compliance that can be assigned, tracked,
and recorded in the compliance center

Key Features:

Interested in submitting a question? 
Go to www.slido.com and enter the following event code: 18AUG
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AZURE ACTIVE DIRECTORY BENEFITS
Properly configuring and taking advantage of AAD features can boost NIST Compliance quickly

NIST 3.14.6

USER RISK POLICIES

NIST 3.3

SIGN IN IP TRACKING

NIST 3.13.10

TENNANT ENCRYPTION KEYS

Role based auth, disabling accounts, self-
service password resets…

AND MORE!

NIST 3.5.7

PASSWORD COMPLEXITY

NIST 3.5.3

SIGN IN RISK POLICIES

NIST 3.5.3, 3.5.4, 

MULTI-FACTOR AUTH

NIST 3.5.9

TEMPORARY PASSWORDS

01 05

02 06

0703

04 08

Interested in submitting a question? 
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UNIFIED AUDIT LOG AND NIST 3.3
How to meet NIST 3.3 Audit and Accountability with Office 365 Unified Audit Log Search

NIST 3.3 is all about keeping monitoring and logging system
activity, authorized and unauthorized. Office 365’s Unified Audit
Log helps achieve all NIST 3.3 controls

NIST 3.3: AUDIT AND ACCOUNTABILITY

Unified Log: Brings Azure AD
components into a unified
interface for logs and records
3.3.1-2

Alerts: Can be configured for
policy changes or deletions to
satisfy 3.3.8

Search and Report: Search logs
and build reports to investigate
and analyze unlawful,
suspicious, or unusual activity
3.3.3-7

Admin Roles: Set to ensure
secure access to log
information, along with
retention polices and additional
capabilities for admin approval
workflows. 3.3.8-9

Interested in submitting a question? 
Go to www.slido.com and enter the following event code: 18AUG
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ACTIVITY MONITORING CLOUD APP SECURITY
Utilize Built in Queries to Identify Security Risks

A simplified place to start for identifying current Security Vulnerabilities
and Remediation.

MICROSOFT CLOUD APP SECURITY
Microsoft Provides suspicious 

activity alerts and queries to 

quickly identify risk areas. 

Some Examples:

v Odd Login Attempts

v Admin Activity

v Suspicious Emails

v Potentially Compromised 

Accounts

Pre-Configured: Many pre-configured queries to identify suspicious
activity and attack vectors.

User Investigation Priority: Automatically identifies users with risk
factors to investigate, what items to investigate, and resolution.

Policies to take action: Send Alerts, create Risk Actions, or apply
Governance Actions based on automated analysis. Such as
automatically suspending compromised accounts.

OAuth Authorizations: Review apps your users have authorized,
permission levels, and related activities. Approve and Ban apps.

Interested in submitting a question? 
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AZURE AD IDENTITY PROTECTION
Investigate Risk areas and configure policies

Detects risky users, sign-ins, and more

Provides Identity Security Score and recommended 
actions to improve security

Ranks users Risk Level, provides areas of investigation, 
allows remediation

Setup Policies to automatically remediate risk, for 
example:

Force password change when high risk activity 
occurs

Require multi-factor authentication for high sign 
in risks

Interested in submitting a question? 
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BEYOND THE BASICS WITH MICROSOFT
Even more solutions from Microsoft for a comprehensive security suite for your enterprise

Unified Solution to Endpoint Security and Device 

Management. Efficiently manage security for all 

devices in your environment, even mobile and 

BYOD scenarios.

MICROSOFT ENDPOINT MANAGER

The first cloud native SIEM to provide AI 

powered security analytics for your entire 

enterprise. Not only cloud data, but also 

analyze data from on-premise devices and 

servers.

AZURE SENTINEL

Review Email and Malware threats to find 

opportunities to prevent phishing and other 

attacks.

OFFICE 365: THREAT EXPLORER

Cloud powered agentless complete Endpoint 

Security Solution: preventive protection, 

automated investigation, post-breach detection 

and response.

MICROSOFT DEFENDER ATP

Interested in submitting a question? 
Go to www.slido.com and enter the following event code: 18AUG



-Anonymous

“Demos are more fun.”

MICROSOFT SECURITY DEMOS
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SUMMARY MICROSOFT SECURITY

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

REVIEW COMPLIANCE CENTER

MAXIMIZE AZURE AD CONFIGURATION

ACTIVITY LOGGING AND MONITORING

AUTOMATED REMEDIATIONS, ENDPOINT, AND ENTERPRISE SECURITY

Roadmap to identifying and 

improving your security with 

Microsoft and achieving NIST 

compliance

MICROSOFT 365 

Identifying Opportunities to Resolve your Security Gaps

Interested in submitting a question? 
Go to www.slido.com and enter the following event code: 18AUG



AUDIENCE QUESTIONS?
Interested in submitting a question? 
Go to www.slido.com and enter the following event code: 

18AUG



THANKS FOR WATCHING!
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“Helping You Build A Project Management Culture.”
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Thank you! 
If you have any questions, 

please email membership@nstxl.org. 

mailto:membership@nstxl.org

